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Enhancing Multi-Cloud Cybersecurity through Early Detection of Distributed
Attacks: A Probabilistic Simulation Framework

Abstract

Organizations operating in multi-cloud environments face growing security challenges due to distributed
data and workloads, which expose them to attacks such as DDoS (Distributed Denial of Service) and identity
leakage. To address this, the paper proposes a probabilistic simulation framework for early detection of
distributed attacks, combining Markov chains to represent security states, M/M/1 queueing models to
capture performance degradation, and likelihood ratio statistics to distinguish normal from abnormal
behavior. The model was evaluated through quantitative simulations in MATLAB and applied to semi-
realistic data (CICIDS2017). Results show detection within fewer than 20-time steps in simulation and 15-
time steps with real-world data, achieving a detection rate of 95-96% and a false alarm rate of 4-5%. The
ROC (Receiver Operating Characteristic) curve further confirms the superiority of the proposed
approach over traditional single-provider detection methods, offering a practical framework to strengthen
cybersecurity in multi-cloud environments.

Key Words
Multi-Cloud Cybersecurity, Early Detection of Distributed Attacks, Markov Chains, M/M/1 Queueing
Models, Probabilistic Statistics, CICIDS2017 Dataset.
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Initialization
Fori=1.N:
Set Xo® = 0 (Normal)
Estimate po, Zo, W, s

Monitoring Loop
For each time step t

Collect Metrics
Zo=[Q, W, R, E A]

Compute Local Statistic
Foreach 1
S = log(fi/fo)

Sie99 = ¥ wi - S©

'

( Normalize with Correlation )

[ Weighted Aggregation )

8, = /@9 / V(WTTw) Next time step

Decision Rule
Sz1?

Periodic Update
Re-estimate parameters

Adjust weights wi

Return to Loop
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Pseudo-code Jand) cighs (2

Code
Algorithm MultiCloud Attack Detection
Input: N cloud providers, parameters (A i, i i, o i, B_i, 6_i), threshold t
Output: Alarm signal if distributed attack detected
1. Initialization:
For each provider i =1..N:
Set state X 07"(1)) =0 // Normal state
Estimate baseline parameters p0”(i), £0”(i) from historical data
2. Monitoring Loop (for each time step t):
For each provider i:
Collect metrics Z_t"(i) = [Q_t*(1), W_t*(1), R_t*(d), E_t"(1), A_t"*(1)]
Compute local statistic:
S_t°(1) = log( f1MA)(Z_t"(1)) / f0NG)(Z_tN(1)) )

Aggregate statistics:
S t"(agg) =X w_ i*S t"(i)

Normalize with correlation matrix I t:
S t tilde=S t“agg)/sqrt(w T I _tw)
3. Decision Rule:
IfS t tilde>1:
Raise Alarm: "Distributed Attack Detected at time t"
Else:
Continue monitoring

4. Update Parameters:
Periodically re-estimate p0”(i), X0°(i), p1”(i), Z1°(i) using new data

Adjust weights w_i based on reliability of each provider

End Algorithm

Provider 1 Provider 2

() oS

Fll le correlation
local statistics normalization
s =(1) T, = cov [W|, 1]

J

)
w
correlation 5 | decision
normalization @S” ((‘))

correlation aggregation
normalization
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